
PARTICIPANTS

Network engineers wishing to

specialize in Azure networking

solutions, with experience in cloud or

local infrastructures, network

security and hybrid connectivity. 

PREREQUISITES

Good knowledge of networks,

TCP/IP, DNS, network security, as

well as practical experience of Azure

and basic cloud infrastructure

concepts.

TRAINER QUALIFICATIONS

The experts who lead the training

courses are specialists in the subjects

covered. They are approved by the

publisher and certified for the course.

They have also been validated by our

teaching teams in terms of both

professional knowledge and teaching

skills for each course they teach. They

have at least three to ten years of

experience in their field and hold or

have held positions of responsibility

in companies.

ASSESSMENT TERMS 

Assessment of targeted skills prior to

training. 

Assessment by the participant, at the

end of the training course, of the

skills acquired during the training

course. 

Validation by the trainer of the

participant's learning outcomes,

specifying the tools used: multiple-

choice questions, role-playing

exercises, etc. 

At the end of each training course,

ITTCERT provides participants with a

course evaluation questionnaire,

which is then analysed by our

teaching teams. Participants also

complete an official evaluation of the

publisher. 

An attendance sheet for each half-day

of attendance is provided at the end

of the training course, along with a

certificate of completion if the

participant has attended the entire

session.
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With this course, you'll learn how to design, implement and maintain network
solutions in Microsoft Azure. You'll learn how to create a secure and reliable
network infrastructure, connect Azure to your local network, manage traffic
routing, use private access to Azure services, secure connections and monitor the
entire network.

Teaching objectives

Creating and configuring networks in Azure
Connect Azure to local networks (VPN, ExpressRoute)
Set up traffic load balancing
Securing networks with firewalls and rules
Use private access to Azure services
Monitor and resolve network problems

At the end of the training, the participant will be able to:

Intended audience
Network engineers wishing to specialize in Azure networking solutions, with
experience in cloud or local infrastructures, network security and hybrid
connectivity.

Prerequisites
Good knowledge of networks, TCP/IP, DNS, network security, as well as practical
experience of Azure and basic cloud infrastructure concepts.

Practical details

Training in French. Official course material in digital format and in English. Good
understanding of written English.

Teaching methods

Course schedule

ITTCERT - https://www.orsys.fr/ittcert-en/ - info@ittcert.fr - +33 (0)1 49 07 21 67 Page 1 / 3

javascript:void(0)


TEACHING AIDS AND TECHNICAL

RESOURCES

The teaching resources used are the

publisher's official materials and

practical exercises.

TERMS AND DEADLINES

Registration must be completed 24

hours before the start of the training

course.

ACCESSIBILITY FOR PEOPLE WITH

DISABILITIES

Do you have specific accessibility

requirements? Contact Ms FOSSE,

disability advisor, at the following

address: psh-accueil@orsys.fr so that

we can assess your request and its

feasibility.

Explore Azure virtual networks
Configuring public IP addresses
Designing DNS resolution for your virtual network
Enable global peering between virtual networks
Implement virtual network traffic routing
Configuring Internet access with virtual NAT

Design and implement Azure VPN Gateway.
Connect networks with site-to-site VPN connections.
Connect devices via point-to-site VPN connections.
Connect remote resources via Azure Virtual WAN.
Create a virtual network device (NVA) in a virtual hub.

Discover Azure ExpressRoute.
Design an ExpressRoute deployment.
Configure peering for an ExpressRoute deployment.
Design a resilient ExpressRoute circuit.
Connect geographically dispersed networks with ExpressRoute Global
Reach.
Improve data path performance with ExpressRoute FastPath.
Troubleshoot ExpressRoute connection problems.

Explore load balancing.
Design and implement Azure Load Balancer via the Azure portal.
Discover Azure Traffic Manager.

1 Introduction to Azure virtual networks

Hands-on work
Design and deploy a virtual network, configure DNS servers in Azure, connect
2 virtual networks with global peering.

2 Designing and implementing hybrid networking

Hands-on work
Create and configure a virtual network gateway, create a virtual WAN via the
Azure portal.

3 Designing and implementing Azure ExpressRoute

Hands-on work
Configure an ExpressRoute gateway, commission an ExpressRoute circuit.

4 Distribute non-HTTP(S) traffic in Azure

Hands-on work
Create and configure an Azure Load Balancer, create a Traffic Manager profile
via the Azure portal.
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Design Azure Application Gateway.
Configure Azure Application Gateway.
Design and configure Azure Front Door.

Get network security recommendations with Microsoft Defender for
Cloud.
Deploy DDoS protection via the Azure portal.
Deploy Network Security Groups (NSGs) via the Azure portal.
Design and implement Azure Firewall.
deploy and configure Azure Firewall via the Azure portal.
Secure your networks with Azure Firewall Manager.
Implement a web application firewall (WAF).

Explain virtual network service endpoints.
Define Private Link Service and Private Endpoint.
Integrate a private endpoint with DNS.

Supervise your networks with Azure Monitor.
Monitor your networks with Azure Network Watcher.

5 Distribute HTTP(S) traffic in Azure

Hands-on work
Deploy Azure Application Gateway, create an Azure Front Door for a highly
available web application.

6 Designing and implementing network security

Hands-on work
Configure DDoS protection on a virtual network via the Azure portal, secure
your Virtual Hub with Azure Firewall Manager.

7 Design and implement private access to Azure services

8 Design and implement network supervision

Options
Certification : 200 € H.T.

Successful completion of the AZ-700 exam leads to certification as a "Microsoft
Certified: Azure Network Engineer Associate".
Comment passer votre examen ?

The certification option comes in the form of a voucher and practice tests that
will allow you to practise and take the exam at the end of the training course.

Dates and locations

REMOTE CLASS 
2026 : 24 June, 7 Oct., 9 Dec.

PARIS LA DÉFENSE 
2026 : 24 June, 7 Oct., 9 Dec.
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