Course:1SO 27001:2013 Lead
Auditor, Certification

Practical course - 2d - 14h00 - Ref. LAU
Price: 1860 CHF E.T.

@ Teaching objectives
At the end of the training, the participant will be able to:

@ Understand how an Information Security Management System
compliant with ISO 27001 works.

@ Understand therole of an auditor: Plan, direct, and track a
management system audit

@ Know thestructure of the ISO 27001 standard and how to
reference it

@ Acquire the expertise needed to manage a team of ISMS auditors

Certification

To take this exam remotely, the candidate must procure all the required
standards in hard copy, on their own. The certification examis taken in French at
the end of the session. This exam certifies that you have the knowledge and skills
needed to audit an ISMS in accordance with the ISO/IEC 27001:2013 standard.
This exam is conducted in partnership with the COFRAC-accredited certifying
body LSTI.

Course schedule

@ Exercises - Hands-on work

e Duringthis course, an interactive instructional approach will be offered to
you with role-playing exercises.

e ThelSO 27001 A/LA exams include questions about ISO 27005 ISS risks
and ISO 27002 security practices.

Exercise
Multiple-choice knowledge tests and mock exam practice will be offered.

@ Group corrections

e Theresults of the exercises and hands-on work will be given to you inthe
form of group corrections.
e Duringthis feedback, any mistakes will be analyzed and discussed.
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PARTICIPANTS

PREREQUISITES

TRAINER QUALIFICATIONS

The experts leading the training are
specialists in the covered subjects.
They have been approved by our
instructional teams for both their
professional knowledge and their
teaching ability, for each course they
teach. They have at least five to ten
years of experience in their field and
hold (or have held) decision-making

positions in companies.

ASSESSMENT TERMS

The trainer evaluates each
participant’s academic progress
throughout the training using
multiple choice, scenarios, hands-on
work and more.

Participants also complete a
placement test before and after the
course to measure the skills they've

developed.

TEACHING AIDS AND TECHNICAL
RESOURCES

e The main teaching aids and
instructional methods used in the
training are audiovisual aids,
documentation and course material,
hands-on application exercises and
corrected exercises for practical
training courses, case studies and
coverage of real cases for training
seminars.

o At the end of each course or
seminar, ORSYS provides
participants with a course evaluation
questionnaire that is analysed by our
instructional teams.

e A check-in sheet for each half-day
of attendance is provided at the end
of the training, along with a course
completion certificate if the trainee
attended the entire session.
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@ Final review.

To complete preparation, afinal review is provided.
Duringthisreview, tips, tricks, and pitfalls to avoid will be given out.

@ Preparing for and taking the test

Required standards: ISO 27000, ISO 27001, ISO 27002, ISO 27005, ISO
19011, 1SO 17021, 1ISO 27006.

The exam will be previewed online on the first day of the training: Content
and rules to be followed.

The technical prerequisites for the online exam (webcam enabled, Internet
connection).

e Administrator privileges to install anti-cheating software, etc.
e Thisexamis doneontheonlinetesting platform TESTWE (testwe.eu).
o [ftheexamistakenon Orsys premises, Orsys handles the preparation of

the candidate's workstation.

When taking the exam on Orsys property, the standards described in the
training areloaned in hard copy.

To take this exam remotely, the candidate must procure all those
standards in hard copy, on their own.

Exam

The exam is a multiple-choice/fill-in-the-blanks questionnaire It lasts two
and a half hours. It is worth 100 points. If at least 65% of the answers are
correct, the exam is passed.

Dates and locations

REMOTE CLASS
2026: 21 May, 21 May, 25 June, 1 Oct., 1 Oct,,
5Nov., 3Dec., 3Dec.
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TERMS AND DEADLINES
Registration must be completed 24

hours before the start of the training.

ACCESSIBILITY FOR PEOPLE WITH
DISABILITIES

Do you need special accessibility
accommodations? Contact Mrs.
Fosse, Disability Manager, at psh-
accueil@orsys.fr to review your

request and its feasibility.
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