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This courseis designed for professionals wishing to pass the CRISC exam. The
program covers the four key areas covered in the exam: governance, IT risk
assessment, risk response and reporting, technology and information security.

@’j Teaching objectives
At the end of the training, the participant will be able to:

Mastering the CRISC risk management approach

Apply the best strategies for responding to risks to the information
system
Use best practices for risk monitoring

Define information system controls
Use best practices to monitor and maintain these controls
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Intended audience

Les personnes expérimentées dans la gestion des risques informatiques et |a
conception, lamiseen

ceuvre, le suivi et lamaintenance des contréles Sl.

Prerequisites

Trois ans ou plus d'expérience dans la gestion des risques informatiques et le
contréle des SI.
Aucune renonciation ou substitution d'expérience acceptée.

Course schedule

PARTICIPANTS

Les personnes expérimentées dans la
gestion des risques informatiques et
la conception, la mise en

ceuvre, le suivi et la maintenance des

controles SI.

PREREQUISITES

Trois ans ou plus d'expérience dans la
gestion des risques informatiques et
le contrdle des SI.

Aucune renonciation ou substitution

d'expérience acceptée.

TRAINER QUALIFICATIONS

The experts leading the training are
specialists in the covered subjects.
They have been approved by our
instructional teams for both their
professional knowledge and their
teaching ability, for each course they
teach. They have at least five to ten
years of experience in their field and
hold (or have held) decision-making

positions in companies.

ASSESSMENT TERMS

The trainer evaluates each
participant’s academic progress
throughout the training using
multiple choice, scenarios, hands-on
work and more.

Participants also complete a
placement test before and after the
course to measure the skills they've

developed.
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@ Area 1: Governance

Risk assessment concepts, standards and frameworks.

Organizational strategy, goals and objectives.

Organizational structure, roles and responsibilities.

Organizational culture and assets.

Operational policies, standards and processes.

Enterprise risk management, risk management frameworks and three lines
of defense.

Risk profile, risk appetite and tolerance.

Navigating the ethics of risk management and the requirements of laws,
regulations and controls.

@ Area2: IT risk assessment

Risk events, threat modeling and threat landscape.
Vulnerability and control deficiency analysis.
Development of risk scenarios.

Risk register.

Risk analysis methodologies.

Business impact analysis.

Inherent, residual and current risk.

@ Area 3: Risk response and reporting

Risk treatment/risk response options.

Ownership of risk and control.

Managingrisks related to processes, third parties and emerging sources.
Control types, standards and frameworks.

Control design, selection and analysis.

Implementation, testing and effectiveness of controls.

Risk management plans.

Datacollection, aggregation, analysis and validation.

Risk and control monitoring and reporting techniques.

Performance, risk and control measures.

@ Area4: Information technology and security

Enterprise architecture.

IT operations management.

Project management.

Disaster recovery management (DRM).

Data lifecycle management.

System Development Life Cycle (SDLC).
Emerging technologies.

Information security concepts, frameworks and standards.
Information security awareness training.
Business continuity management.

Principles of confidentiality and data protection.

Options
Certification: 780 €HT

The exam consists of 150 multiple-choice questions in English, and takes 4 hours
tocomplete. It is available online and recorded.

Dates and locations

TEACHING AIDS AND TECHNICAL
RESOURCES

e The main teaching aids and
instructional methods used in the
training are audiovisual aids,
documentation and course material,
hands-on application exercises and
corrected exercises for practical
training courses, case studies and
coverage of real cases for training
seminars.

o At the end of each course or
seminar, ORSYS provides
participants with a course evaluation
questionnaire that is analysed by our
instructional teams.

e A check-in sheet for each half-day
of attendance is provided at the end
of the training, along with a course
completion certificate if the trainee
attended the entire session.

TERMS AND DEADLINES
Registration must be completed 24

hours before the start of the training.

ACCESSIBILITY FOR PEOPLE WITH
DISABILITIES

Do you need special accessibility
accommodations? Contact Mrs.
Fosse, Disability Manager, at psh-
accueil@orsys.fr to review your

request and its feasibility.




REMOTE CLASS PARIS LA DEFENSE
2026:7 Apr., 2 June, 20 Oct., 8 Dec. 2026: 31 Mar., 26 May, 13 Oct., 1 Dec.
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