@ ITTcert

BY ORSYS

Course: Palo Alto Networks -
Cortex™ XSOAR 6.8:
Automation and Orchestration
(EDU-380)

Official course, preparation for Palo Alto Networks exams

Practical course - 4d - 28h00 - Ref. PA6
Price: 3450 € E.T.

With this training course, you'll learn how to configure integrations, create tasks
and develop playbooks. You'll learn how to build incident layouts to enable
analysts to sort and investigate efficiently. You'll discover how to categorize
events and associate them with display fields. You'll develop automations,
manage content, indicators and artifacts, schedule tasks, organize users and their
roles, oversee case management and foster collaboration.

@’j Teaching objectives
At the end of the training, the participant will be able to:

@ Usingintegrations, playbooks and incident layouts in Cortex
XSOAR
Orchestrate resources and automate safety processes

Manage cases and optimize analyst workflows

o
o
@ Developingacomprehensive playbook for dealing with phishing
incidents

@ Acquireanoverview of development to delve deeper into key course
topics

Intended audience

SecOps or SOAR engineers, security service providers (MSSPs), service partners,
system integrators and professional services engineers.

Prerequisites

Completion of Cortex XSOAR analyst training. Experience in scripting, Python,
JavaScript and JSON is a plus, but mastery of code is not required.

PARTICIPANTS

SecOps or SOAR engineers, security
service providers (MSSPs), service
partners, system integrators and

professional services engineers.

PREREQUISITES

Completion of Cortex XSOAR analyst
training. Experience in scripting,
Python, JavaScript and JSON is a plus,
but mastery of code is not required.

TRAINER QUALIFICATIONS

The experts who lead the training
courses are specialists in the subjects
covered. They are approved by the
publisher and certified for the course.
They have also been validated by our
teaching teams in terms of both
professional knowledge and teaching
skills for each course they teach. They
have at least three to ten years of
experience in their field and hold or
have held positions of responsibility

in companies.

ASSESSMENT TERMS

Assessment of targeted skills prior to
training.

Assessment by the participant, at the
end of the training course, of the
skills acquired during the training
course.

Validation by the trainer of the
participant's learning outcomes,
specifying the tools used: multiple-
choice questions, role-playing
exercises, etc.

At the end of each training course,
ITTCERT provides participants with a
course evaluation questionnaire,
which is then analysed by our
teaching teams. Participants also
complete an official evaluation of the
publisher.

An attendance sheet for each half-day
of attendance is provided at the end
of the training course, along with a
certificate of completion if the
participant has attended the entire

session.




Practical details

Teaching methods

Training in French. Official course material in digital format and in English. Good
understanding of written English.

Course schedule

@ Module 1: Basic functionality and feature sets

@ Module 2: Activating and configuring integrations

@ Module 3: Playbook development

@ Module 4: Classification and mapping

@ Module 5: Creating page layouts (Layout Builder)

@ Module 6é: Solution architecture

@ Module 7: Docker

Module 8: Développement et débogage d’automatisations
@ Module 9: Marketplace and content management

Module 10: Threat intelligence and indicator management
@ Module 11: Scheduled tasks and job management

@ Module 12: Users and role-based access control (RBAC)

@ Module 13: Developingintegrations

Options
Certification: 260 €HT

Cette formation est recommandée dans le cadre du parcours de préparation ala
certification suivante: Security Operations Professional.
Comment passer votre examen ?

The certification option comes in the form of a voucher or invitation that will
allow you to take the exam at the end of the training course.

Dates and locations

REMOTE CLASS PARIS LA DEFENSE

TEACHING AIDS AND TECHNICAL
RESOURCES

The teaching resources used are the
publisher's official materials and
practical exercises.

TERMS AND DEADLINES
Registration must be completed 24
hours before the start of the training

course.

ACCESSIBILITY FOR PEOPLE WITH
DISABILITIES

Do you have specific accessibility
requirements? Contact Ms FOSSE,
disability advisor, at the following
address: psh-accueil@orsys.fr so that
we can assess your request and its

feasibility.



https://www.ittcert.fr/formations/passer-un-examen
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