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With this course, you'll master the fundamentals of Linux system administration.
In particular, you'll explore essential Linux system administration tasks, such as
installation, network connectivity configuration, physical storage management
and security basics.

@ Teaching objectives
At the end of the training, the participant will be able to:

Master Linux and the Red Hat Enterprise Linux ecosystem
Execute commands and view shell environments

Manage users, groups and user security policies
Controlling and monitoring systemd services

Configure remote access using web console and SSH
Configure network interfaces and parameters

Managing software with DNF

Intended audience
IT professionals with no experience of Linux system administration.

Prerequisites
Basictechnical skills in computer applications running on certain operating
systems.

Certification

This course prepares you for certification as a "Red Hat Certified System
Administrator" (RHCSA) by taking the EX200 exam.
Comment passer votre examen ?

PARTICIPANTS
IT professionals with no experience

of Linux system administration.

PREREQUISITES
Basic technical skills in computer
applications running on certain

operating systems.

TRAINER QUALIFICATIONS

The experts who lead the training
courses are specialists in the subjects
covered. They are approved by the
publisher and certified for the course.
They have also been validated by our
teaching teams in terms of both
professional knowledge and teaching
skills for each course they teach. They
have at least three to ten years of
experience in their field and hold or
have held positions of responsibility

in companies.

ASSESSMENT TERMS

Assessment of targeted skills prior to
training.

Assessment by the participant, at the
end of the training course, of the
skills acquired during the training
course.

Validation by the trainer of the
participant's learning outcomes,
specifying the tools used: multiple-
choice questions, role-playing
exercises, etc.

At the end of each training course,
ITTCERT provides participants with a
course evaluation questionnaire,
which is then analysed by our
teaching teams. Participants also
complete an official evaluation of the
publisher.

An attendance sheet for each half-day
of attendance is provided at the end
of the training course, along with a
certificate of completion if the
participant has attended the entire

session.



https://www.ittcert.fr/formations/passer-un-examen

Practical details

Teaching methods

Training in French. Official course material in digital format and in English. Good
understanding of written English.

Course schedule

@ Introducing Red Hat Enterprise Linux

e Describe and define the concept of Open Source, Linux, Linux distributions
and Red Hat Enterprise Linux.

@ Command line access

e Logontoalinuxsystem and execute simple commands using the shell.

@ File management from the command line

e Copy, move, create, delete and organizefiles from the bash shell.

@ Helpin Red Hat Enterprise Linux

e Solve problems usinglocal help systems.

@ Creating, displaying and editing text files

e Manage text files from a command output or text editor.

@ Local user and group management

e Create, manage and delete local users and groups.
e Manage local password policies.

@ File access control

e Definedifferent authorization levels on Linux file systems.
e [nterpret the effects of different authorization levels on safety.

Linux process monitoring and management

e Evaluate and control processes running on a Red Hat Enterprise Linux
system.

@ Controlling services and demons

e Control and monitor network services and system daemons using the
systemd service.

Configuring and securing SSH

e Configure secure command-line service on remote systems using
OpenSSH.

TEACHING AIDS AND TECHNICAL
RESOURCES

The teaching resources used are the
publisher's official materials and
practical exercises.

TERMS AND DEADLINES
Registration must be completed 24
hours before the start of the training

course.

ACCESSIBILITY FOR PEOPLE WITH
DISABILITIES

Do you have specific accessibility
requirements? Contact Ms FOSSE,
disability advisor, at the following
address: psh-accueil@orsys.fr so that
we can assess your request and its

feasibility.




@ Analysis and logging

e Accurately locate and analyze system event history for problem-solving
purposes.

@ Networking management

e Configure networkinterfaces and parameters on Red Hat Enterprise Linux
servers.
@ Installing and updating software packages

e Download, install, update and manage software packages from Red Hat
and DNF package repositories.

Access to Linux file systems

e Access, analyze and use file systems on a storage system connected to a
Linux server.

@ Server analysis and support

e Examine and resolve problems related to the web-based management
interface.
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