
Publication date : 06/17/2024

PARTICIPANTS

CIO or IT department manager.

Information system security manager

(RSSI). IT project manager in charge

of security projects. 

PREREQUISITES

Basic knowledge of information

systems security.

TRAINER QUALIFICATIONS

The experts leading the training are

specialists in the covered subjects.

They have been approved by our

instructional teams for both their

professional knowledge and their

teaching ability, for each course they

teach. They have at least five to ten

years of experience in their field and

hold (or have held) decision-making

positions in companies.

ASSESSMENT TERMS

The trainer evaluates each

participant’s academic progress

throughout the training using

multiple choice, scenarios, hands-on

work and more.

Participants also complete a

placement test before and after the

course to measure the skills they’ve

developed.
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This course will teach you how to identify and analyze threats and risks to your
information system, and their potential impact on your business. You will work
on a case study "fil rouge" which will teach you how to master the main stages of
a risk analysis.

Teaching objectives

Identify and analyze IS threats and risks

Understand the fundamental concepts of IS security risk analysis

Know the analysis methods available to control IS risks

Identify and prioritize risks using a risk matrix

Understanding the content of a risk management plan

At the end of the training, the participant will be able to:

Intended audience
CIO or IT department manager. Information system security manager (RSSI). IT
project manager in charge of security projects.

Prerequisites
Basic knowledge of information systems security.

Practical details

A case study will serve as a common thread running through the two days,
covering the entire practical risk analysis method.

Alternating theory, examples and practical exercises carried out by participants
on the basis of the case study at the end of each theme.

Case study

Teaching methods

Course schedule
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TEACHING AIDS AND TECHNICAL

RESOURCES 

• The main teaching aids and

instructional methods used in the

training are audiovisual aids,

documentation and course material,

hands-on application exercises and

corrected exercises for practical

training courses, case studies and

coverage of real cases for training

seminars. 

• At the end of each course or

seminar, ORSYS provides

participants with a course evaluation

questionnaire that is analysed by our

instructional teams. 

• A check-in sheet for each half-day

of attendance is provided at the end

of the training, along with a course

completion certificate if the trainee

attended the entire session.

TERMS AND DEADLINES

Registration must be completed 24

hours before the start of the training.

ACCESSIBILITY FOR PEOPLE WITH

DISABILITIES

Do you need special accessibility

accommodations? Contact Mrs.

Fosse, Disability Manager, at psh-

accueil@orsys.fr to review your

request and its feasibility.

Probability and likelihood.
Impacts on IS and business.
Quantifying the level of severity.
Types of risk.
Risk-based management. Principles. The benefits.

Take inventory of assets: information and its media (primary, secondary).
The organization in place, the scope to be covered.
DICT classification.
Interest and method.

Identification of threats and vulnerabilities.
Risk assessment.
Prioritization: the risk matrix, the notion of scenario.

French methods: EBIOS, MEHARI.
International methods: OCTAVE.
The benefits, advantages and drawbacks of each method.
The right choice of method and customization.

Various standards useful for risk analysis.
The 27001 risk analysis approach.
The PDCA approach (Plan - Do - Check - Act).
The contributions of ISO 27002, BS25999 and ISO 31000.

1 The notion of risk in information security

Hands-on work
Questionnaire on IS risks and risk management.

2 Identifying information assets

Case study
Inventory and classification of information and its media.

3 Risk analysis

Hands-on work
Identify and prioritize risks using the matrix.

4 Useful methods

Hands-on work
Group brainstorming on selection criteria and the advantages and
disadvantages of different methods.

5 Standards

Hands-on work
Examples of standard application.



Range of actions: prevention, protection, risk transfer, outsourcing,
insurance.
Build a risk treatment plan based on the risk matrix and other sources
(audits, etc.).
What the plan contains: objectives and measures, progress and quality
indicators.
Residual risks.
Management and use of risk management plans.

6 Building a risk management plan

Case study
Drawing up a risk management plan.

Dates and locations

REMOTE CLASS 
2026 : 2 Apr., 21 May, 8 Oct., 17 Dec.
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