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BEST

This course presents the ISO standards (19011, 27001, etc) for Information
System Security and explains what is needed to audit an information security
risk management system (ISMS).

@ Teaching objectives
At the end of the training, the participant will be able to:

@ Comprender el funcionamiento de un sistema de gestiondela
seguridad de lainformacion (SGSI) conforme ala ISO 27001

@ Explicarlacorrelacion entre ISO/CEI 27001y 27002, asi como con
otras normas y marcos normativos

@ Comprender el papel de un auditor: planificacion, direcciony

seguimiento de una auditoria del SGSI de conformidad con la

normalSO 19011

Dirigir una auditoriay un equipo de auditoria

Interpretar los requisitos de lanorma ISO/CEI 27001 en el

contexto de una auditoria del SGSI

Intended audience

Internal auditors, risk managers, CISOs, IT directors or managers, security
engineers or contacts, project managers who work with security constraints.

Prerequisites
Basic knowledge of IT security.

PARTICIPANTS

Internal auditors, risk managers,
CISOs, IT directors or managers,
security engineers or contacts,
project managers who work with

security constraints.

PREREQUISITES

Basic knowledge of IT security.

TRAINER QUALIFICATIONS

The experts leading the training are
specialists in the covered subjects.
They have been approved by our
instructional teams for both their
professional knowledge and their
teaching ability, for each course they
teach. They have at least five to ten
years of experience in their field and
hold (or have held) decision-making

positions in companies.

ASSESSMENT TERMS

The trainer evaluates each
participant’s academic progress
throughout the training using
multiple choice, scenarios, hands-on
work and more.

Participants also complete a
placement test before and after the
course to measure the skills they've

developed.
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Certification

Thefinal exam certifies that you possess the knowledge and skills required to
implement an ISMS according to the ISO/IEC 27001:2022 standard. The exam is
held during the final half-day session and is conducted in partnership with the
PECB certification body. The course materials include extracts from the relevant
standard(s) necessary for the certification exam. The exam is administered
remotely in an asynchronous format.

Remote certifications

See the certifier’s official documentation for the list of prerequisites for
completing the online certification exam.

Course schedule

@ Information security management system (ISMS)

Standards and regulatory frameworks.

Fundamental principles of the information security management system.
How an information security management system (ISMS) compliant with
the ISO 27001 standard works.

Leading an audit and an audit team.

@ Audit principles, preparation, and triggering

e Principles and fundamental concepts of an audit.

e Evidence-based approach to auditing.

Interpreting the requirements of ISO/IEC 27001 in the context of an ISMS
audit

Step 1 of the audit.

Preparing for step 2 of the audit (on-site audit).

Preparing for an ISO/IEC 27001 and triggering the audit.

Conducting an ISO/IEC 27001 audit.

Role of an auditor: Planning, directing, and tracking a management system
audit with the ISO 19011 standard.

@ On-site auditing activities

Step 2 of the audit.

Communication during the audit.

Auditing procedures.

Writing audit testing plans.

Writing audit findings and non-compliance reports.

@ Ending the audit

Documenting the audit and reviewing the audit’s quality.
Closingan ISO/IEC 27001 audit

Assessment of action plans by the auditor.

Advantages of theinitial audit.

Managing an internal audit program.

Skills and assessment of auditors.

TEACHING AIDS AND TECHNICAL
RESOURCES

e The main teaching aids and
instructional methods used in the
training are audiovisual aids,
documentation and course material,
hands-on application exercises and
corrected exercises for practical
training courses, case studies and
coverage of real cases for training
seminars.

o At the end of each course or
seminar, ORSYS provides
participants with a course evaluation
questionnaire that is analysed by our
instructional teams.

e A check-in sheet for each half-day
of attendance is provided at the end
of the training, along with a course
completion certificate if the trainee
attended the entire session.

TERMS AND DEADLINES
Registration must be completed 24

hours before the start of the training.

ACCESSIBILITY FOR PEOPLE WITH
DISABILITIES

Do you need special accessibility
accommodations? Contact Mrs.
Fosse, Disability Manager, at psh-
accueil@orsys.fr to review your

request and its feasibility.



https://help.pecb.com/index.php/manuals/online-exam-instructions/probo-user-guide/

@ Certification
[ ]

Review. Tips for the exam.

e Contents of the exam, rules to follow. Standards or other documents
provided to the candidates.

e Conditionsinplaceto preserve the confidentiality of the copies.

e Minimum score needed to pass the written exam.

o Theexamincludes a multiple-choice questionnaire about the ISO/IEC
27001 standards.

e Aparticipation certificate worth 31 CPD (Continuing Professional
Development) credits is issued.

Exam
Mock exam and group correction. Taking the exam.

Dates and locations

REMOTE CLASS
2026: 18 May, 18 May, 12 Oct., 12 Oct., 16 Nov.,
16 Nov.
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